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BASE ORDER P2000.3


From:
Commanding General

To:
Distribution List

Subj:
STANDING OPERATING PROCEDURES FOR COMMUNICATIONS (SHORT TITLE: COMM SOP)

Encl:
(1) LOCATOR SHEET

1.
Purpose. To promulgate procedures governing the use of communication services aboard Marine Corps Base Hawaii (MCBH), Kaneohe Bay, Hawaii.

2.
Cancellation. ASO P2000.1G.

3.
Action. Addressees will ensure that all personnel involved in communication procedures familiarize themselves with the contents of this Manual. It is recommended that this Manual be placed in a separate binder for ready reference and updating as required.

4.
Summary of Revision. This revision contains a substantial number of changes and must be completely reviewed.

5.
Applicability. The Commanding General, MCBH Kaneohe Bay, concurs with the contents of this Manual and has directed compliance throughout the Base.

6.
Certification. Reviewed and approved this date.

D. F. BICE

DISTRIBUTION:
A plus CISD (7)


UNITED STATES MARINE CORPS

MARINE CORPS BASE HAWAII

                                 BOX 63002

KANEOHE BAY, HAWAII 96863-3002

                                              BaseO P2000.3 Ch 1

                                              CISD

                                              04 MAR 1997
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From:
Commanding General

To:
Distribution List

Subj:
STANDING OPERATING PROCEDURES FOR COMMUNICATIONS (SHORT TITLE:                                     

        COMM SOP)     

Ref:
(a) BaseO P2000.3

End:
(1) New page inserts to BaseO P2000.3

(2)
List of Effective Pages

1.
Purpose. To transmit new page inserts to the basic Manual.

2.
Action. Remove pages 2—1, 2—3, 2—4, 2—5, 5—1, and 5—9 of the basic Manual and replace with the new corresponding pages contained in enclosure (1)

3.
Summary of Changes
a.
MCBH will conduct inspection of Amateur Radio on Base for site approval.

b.
Provide new procedures for public address system request.

c.
Video Teleconferencing (VTC) studio location and request for usage of the Camp Smith studio.

d.
Exercise Support, Frequency Management, Telephone, Local Area Network (LAN) and Message Traffic.

e.
Significant telecommunications costs reimbursement to Base G—6.

3.
Change Notation. Significant changes contained in the revised pages for this Change are denoted by an arrow > symbol.

4. Certification. Reviewed and approved this date.

    W. C. PEOPLES

              Deputy Commander

BaseO P200.3 Ch1

04 MAR 1997
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CHAPTER 1

GENERAL

1000. MISSION. The Communications-Information Systems Department (CISD) provides an entry into the Defense Information System Agency (DISA), Automatic Digital Network (AUTODIN) via the Message Distribution Terminal (MDT) and the Message Routing System (MRS) which are peripheral devices of the AUTODIN Gateway. This system provides record communication and cryptographic guard for MCBH Kaneohe Bay and tenant supported activities as required. The CISD department also controls, supervises, and monitors MCBH Kaneohe Bay telephone installations in accordance with the Oahu Telephone System (OTS) agreement, to include communication control circuitry. The department provides advice and recommendations concerning the installation and operation of all nonmilitary communication facilities aboard the Base. Additionally, the department is responsible for the planning, inspection, repair, and maintenance of ground terminals for Base communications-information equipment and associated ancillary devices. It also provides Communication Security (COMSEC) Material operations. More detailed information on CMS matters can be found in BaseO 2280.1 and CMS 1.
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1002. COMMUNICATION FACILITIES. The following functional areas are provided by the CISD:

1. Communication Center Division (CIC). CIM provides MDT terminals for the processing of classified and unclassified record message traffic for MCBH Kaneohe Bay and supported tenant activities as required. The division provides limited reproduction and electronic distribution of narrative message traffic, and maintains general message files and a Naval Warfare Publication Library (NWPL). The division operates, maintains, and controls an Exclusive Area for limited amounts of classified material up to and including TOP SECRET, and provides message traffic analysis.

2. Telephone Division (CIT). CIT coordinates and monitors administrative telephone service for MCBH Kaneohe Bay and supported tenant activities as required, to include additions, deletions, and changes. CIT administers the Oahu Telephone System (OTS) agreement. Arranges leased telephone service and electronic landline control circuitry through the Naval Computer Telecommunication Area Master System East Pacific (NCTAMS EASTPAC)

3. Information System Division (CII). The Information Systems Management Officer (ISMO) is the principal advisor to the Commanding General and his staff via the Assistant Chief of Staff, G-6 for all matters pertaining to Information Technology (IT). Responsible for maintenance, technical assistance, hardware and software support for MCBH organizations and any resident or tenant commands that have established intra-service support agreements (ISA) with MCBH Kaneohe Bay. Plans, develops, and implements procedures necessary to meet the IT requirements of MCBH. Manages all IT assets organic to MCBH Kaneohe Bay to include life cycle management of that equipment. Responsible for the installation, operation, and maintenance of the MCBH Kaneohe Bay local and wide area networks (LAN/WAN). Responsible for information security (INFOSEC) on all MCBH IT to include computer virus detection, elimination, and reporting. Responsible for providing computer support to MCBH Kaneohe organizations relating to USMC standard software applications. Responsible for training MCBH end-users in USMC standard software. Responsible for the execution of the centralized IT budgets for MCBH Kaneohe Bay. Additional information can be found in BaseO 5230.6 (ADP SOP)

4. Remote Job Entry (RJE). The RJE provides IT connectivity from the CLASS I mainframe system’s functional activity (St. Louis Megacenter, etc.) to MCBH Kaneohe Bay and tenant commands. Responsible for coordinating with RJE Camp Smith and the Defense Information Systems Agency (DISA) for all matters pertaining to data communications and equipment for connectivity external to

MCBH.

1003. RESPONSIBILITIES. Specific individual duties and responsibilities within the CISO headquarters are as follows:

1. Assistant Chief of Staff (AC/S) G-6. As head of the CISD, the AC/S G-6 directs and supervises under the line authority of the Commanding General, MCBH Kaneohe Bay the operations of all activities of the CISO. The AC/S G-6 is also responsible for the following:

a.
Advises and assists the Commanding General, MCBH and staff on communications-information systems matters.

b.
Provides communications-information services to Base and tenant commands and activities as required.
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c.
Plans, formulates policy, monitors and coordinates overall communications-information functions. These functions include: coordination of the Base telephones systems, digital data communications, and other communication - information systems.

d.
Coordinate, in conjunction with other Base special staff sections, procurement, installation, and maintenance of all communication-information equipment under the operational control of the Commanding General, MCBH.

e.
Supervise the budgeting and accounting functions within the CISO fiscal account (Gl)

f.
Serves as a point of contact and coordinator on all DISA matters affecting MCBH Kaneohe Bay.

g.
Supervises the collection of data, assembly, preparation, and submission of necessary reports.

h.
Ensures that a current inventory of frequencies assigned to MCBH Kaneohe Bay is maintained.

i.
Supervises training programs for maintenance of Military Occupational Skill (MOS) proficiency within the CISD.

j.
Provides emergency communication support during destructive weather conditions. For more detailed information see BaseO 3140.4.

2. Communication Chief. The Communication Chief remains cognizant of all matters pertaining to CISD’s mission and personnel, and disseminates policies of the AC/S G-6 to the respective divisions. The Communication Chief is also responsible for the following:

a.
Daily accountability of personnel assigned to the CISD.

b.
Overall custodian of administrative procedures, and maintains adequate correspondence and directive files.

c.
Coordinates augmentation of Fleet Assistance Program (FAP) personnel for the CISD

d.
Ensures timely submission of reports due.

e.
Coordinates training of CISD personnel with Service Company in accordance with pertinent orders and bulletins.

f.
Ensures the Base Tsunami Alarm/Base Public Address System testing is conducted on the first working day of each month.

3. Frequency Manager. The Frequency Manager coordinates, assigns, and maintains all MCBH and tenant commands’ frequencies. The Frequency Manager is also responsible for the following:

a.
Issues a quarterly Communication-Electronics Operating Instructions (CEOI) to all users.

b.
Arranges for Hazards Electromagnetic of Radiation to Ordnance (HERO) Studies on a 5-year basis.

4. Fiscal Accounting (FA) Clerk. The FA is responsible for the preparation and submission of budget reports. The clerk maintains accounting records that
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reflect the authorization received, funds expended, obligated, and available for several departments within the CISO account (Gl) . The FA is also responsible for the following:

a.
Types memoranda, letters, tabulated data, reports, etc., from rough drafts.

b.
Audits supply requisitions originating within the CISD for correct codes, quantities, serial numbers, appropriation data, and work center numbers.

c.
Reviews and route incoming and outgoing postal and guard mail for the CISD.

d.
Prepares and monitors work requests.

1004. SUPPLEMENTARY INSTRUCTIONS. Supplementary instructions to the Manual may be issued but must not conflict with the contents.
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CHAPTER 2

COMMUNICATIONS OPERATIONS

2000. DISASTER PREPAREDNESS. Emergency communication procedures for MCBH are contained in the current edition of BaseO 3440.33. The radio plan utilizes existing radio and frequency assets aboard the Base that are otherwise utilized in day—to-day operations. A III MEF Forces/Base Broadcast New has been established to provide disaster relayed information to tenant commands.

2001. AMATEUR AND CITIZEN BAND RADIO. The current edition of COMNAVBASE PEARLINST 2093.1 contains a compilation of orders and policies concerning amateur and citizen band radio operations aboard U. S. Navy and Marine Corps installations.

 
1. Amateur Radio. Amateur radio operations are authorized and encouraged. MCBH AC/S G—6 will conduct an inspection of the operator’s equipment and arrange for a survey to determine the Hazard of Electromagnetic Radiation to Ordnance (HERO). Upon a determination that there is no radiation hazard, the Commanding General will authorized, in writing, the activation of the amateur station subject to Family Housing regulations concerning outside construction of antennas. During the hours of 0800—1700, Monday through Friday, except holidays, amateur radio operations are forbidden due to HERO restrictions.

2. Citizen Band (CB) Radio. CB radio operations aboard MCBH is authorized. There is no requirement to register CB radios with the Commanding General, MCBH; however, no CB’s are authorized for operation in the West Field area of the Base due to the possibility of electronic interference.

3. Amateur Radio Reports. A letter report will be submitted to the Commanding Officer, NCTAMS EASTPAC, Honolulu, HI (Attn: FREQ MNGR) whenever an amateur radio station license is granted and authorized for use within the confines of MCBH, including the military housing area. Procedures for submitting this report are contained in the current edition of

COMNAVBASEPEARLINST 2093. 1.

4. Amateur Radio Violations. Due to the high concentration of communication equipment, ordnance, and personal electronics equipment aboard the Base, any violation of the Federal Communications commission (FCC) regulations concern​ing excessive power of frequency deviation, will cause the termination concerning excessive power or frequency deviation, will cause the termination of the violators permit aboard the base for one year. Any violation of the current edition of ASO 5100. 6 (HERO Emission Control Bill) will be cause for permanent revocation of operating privileges abroad the Base.

2002. AIRCRAFT NAVIGATIONAL AIDS. MCBH, Kaneohe Bay operates a dual channel TACAN radio navigational beacon on channel 93. It provides Air Facility identification and distance and bearing information that establishes equip​ment flying within range of the base. Radio beacons in the HF (265 KHz) and UHF (281.0 MHz) range are in continuous operation as additional aids to geo​graphical location or position for aircraft equipped with TACAN flight aircraft.
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The Ground Controlled Approach (GCA) precision radar is maintained by the ATCMB. This precision radar includes video mappers, Identification Friend or Foe (1FF), and Direct Altitude and Identity Readout (DAIR) capabilities

with recorders.

2003. HAZARDOUS RADIATION ELECTROMAGNETIC OF ORDINANCE (HERO). See the

current edition of ASO 5100.6 for information, policy and directives set forth to minimize the HERO, volatile fuel, and personnel.

2004. PUBLIC ADDRESS SYSTEM. The TAVSC provides Public Address System support for MCBH Kaneohe Bay and tenant commands. A letter request for Public Address System support can to be submitted to the Commanding General, MCBH (Attn: TAVSC) via the AC/S G—3 a minimum of seven working days prior to the requirement or directly with TAVSC phone 257—1360. Requests will include the date, time, location, rehearsal dates and times, and a point of contact.

2005. TSUNAMI WARNING SYSTEM. In conjunction with the monthly sounding of civil defense sirens on the island of Oahu, military sirens at shore installations will be tested on the first working day of each month. The test will consist of a 1 minute of wailing “TAKE COVER” signal. The test is to ensure that each siren operates properly. Tsunami Warning System procedures are contained in BaseO 3441.5A and Tsunami procedures are contained in BaseO

3140.4.

2006. VIDEO TELECONFERENCING (VTC). There is a VTC suite located at Camp Smith for point-to-point or multi-point VTC. VTC can be scheduled through the AC/S G—6 at least 30 days prior to the event or directly with Camp Smith TAVSU at phone number 477—6886. The point of contact at CISD for VTC scheduling is the G-6 Operations Chief at 257—3500. Organizations having VTC requirements need to submit the following information to the AC/S G-6 via letter or e-mail

a.
VTC subject matter.

b.
Originating organization and all sites involved.

c.
Points of contact.

d.
What type of VTC (Dedicated Circuit or Dial-in)

e.
Date, time, and duration of the conference.

f.
VTC security classification.

g.
VIP’s attending the conference.

h.
Other related information.
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2007. EXERCISE SUPPORT
1. Frequency Management. Frequencies for exercise support can be obtained via the AC/S G—6 (Attn: Frequency Manager) upon request. There is a limited number of available HF, VHF, and UHF frequencies, so to ensure adequate support, requests should be submitted NLT 30 days prior to the planned event.

2. Telephone Support
a.
Telephone and Data Circuits. Telephone and data circuit service can be provided as per Chapter 5 of this SOP. Each unit requiring temporary telephone support during an exercise must provide the AC/S G-6 with a MIPR, which provides up front funding data to cover installations, relocations, and long distance charges, etc. Each major unit must also submit, in writing, the name of a Unit Telephone Control Officer (UTCO). The UTCO will be authorized to submit Telephone Service Requests (TSR) and certify the respective unit’s telephone bill. Once the Comptroller has received the MIPR and the unit’s UTCO has been assigned, long distance service will be activated. Class A, B, C, and DSN service must be specified at the time of request.

b.
Cellular Telephone and Pager Support. CISD has no cellular telephones or pagers available for temporary loan. These items must be acquired by exercise units from outside sources via government contracts. The AC/S G—6 Telephone Division at 257—2323 can assist with points of contact for local sources and contracting assistance.

3. Local Area Network (LAN) Support. The Base ISMO can support exercise units aboard MCBH during an exercise with limited garrison LAN support. Submit proposed requirements to the AC/S G—6 (Attn: ISMO)

4. Message Traffic Support. The Base Communication Center can support exercise units with up to Top-secret GENSER message traffic as per Chapter 3 of this SOP.

COMM SOP

CHAPTER 3

COMMUNICATION CENTER

	
	PARAGRAPH               


	PAGE      



	GENERAL
	3000
	3-3

	MISSON
	3001
	3-3

	MESSAGE PICKUP/DELIVERY
	3002
	3-3

	TOP SECRET/SPECAT/LIMDIS MESSAGES
	3003
	3-3

	RODCA/TIGHT DOOR/CABIN BOY MESSAGES
	3004
	3-3

	HIGH PRECEDENCE MESSAGES


	3005
	3-4

	SPECIAL INTEREST MESSAGES
	3006
	3-4

	PERSONAL FOR MESSAGES
	3007
	3-4

	FOR MESSAGE PROCEDURES
	3008
	3-4

	TRACER ACTION
	3009
	3-4

	FILES
	3010
	3-4

	MESSAGE PREPARATION
	3011
	3-5

	OFFICER OF THE DAY(OOD) ROSTER
	3012
	3-5

	MESSAGE DISTRIBUTION AND DATA BASE MANAGEMENT
	3013
	3-5

	JUSTIFICATION FOR ELECTRICAL TRANSMISSION
	3014
	3-6

	NESSAGE REJECTION AND COMMUNICATION IMPOVEMENT MEMORANDUM
	3015
	3-6

	MESSAGE RELEASING
	3016
	3-6

	MINIMIZE CONDITION
	3017
	3-6


CHAPTER 3

COMMUNICATION CENTER

3000. GENERAL. The Communication Center is responsible for record message traffic dissemination. Detailed operating procedures for the Communication Center are maintained in the Communication Center SOP and compliance is the responsibility of the Communication Center Officer (CCO)

3001. MISSION. The Communication Center provides the Message Distribution

Terminal (MDT) as an AUTODIN Gateway for the automatic processing of

classified (less SIOP-ESI) and unclassified message traffic for MCBH Kaneohe

Bay and all tenant units and maintains General Message Files and a Naval

Warfare Publications Library (NWPL)

3002. MESSAGE PICKUP/DELIVERY. The Communication Center currently disseminates unclassified message traffic by electronic means through the LAN/WAN. All units that have OUTGOING message traffic will send to the Communication Center via a valid AUTODIN mailbox or PC to PC message transfer via Gate Guard. As a security reminder, the Communication Center will not accept TOP SECRET and SPECAT messages by electronic transfer. All messages in those categories will be delivered by an authorized courier and processed in paper form. In addition, only couriers identified in writing, are authorized to pickup or deliver messages at the Communication Center. Instructions for OOD access are contained in paragraph 3012. All couriers delivering messages will remain at the Communication Center until their message(s) has been accepted or returned for corrections. All letters of authorization will contain at a minimum the following information:

1. Name

2. Rank

3. SSN

4. Clearance

5. Authorization to receive/drop off special handling message i.e. TOP SECRET/SPECAT/LIMDIS and Personal For.

3003. TOP SECRET/SPECAT/LIMDIS MESSAGES. Only those persons designated in writing by the Commanding General or Commanding Officer, are authorized to receipt for TOP SECRET, SPECAT, or LIMDIS messages.

3004. RODCA/TIGHT DOOR/CABIN BOY MESSAGES. Caveats such as RODCA, TIGHT DOOR, CABIN BOY, etc. are used to describe specific contents or type of message received. Most caveats are merely code words used to categorize messages within the command. Only those persons designated in writing by the Commanding Officer, 3d Marines and/or NCIS are authorized to deliver, receipt for/sight ROOCA, TIGHT DOOR and CABIN BOY messages. If security stamps or markings do not satisfy requirements, the receiving unit will notify the MCO for corrections.
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3005.
HIGH PRECEDENCE MESSAGES
1. The Communication Center will process messages according to their assigned precedence. Action addressees of immediate messages and all addressees of flash and above messages will be notified by phone. If a unit wants to be called on a particular category of message, it should contact the originator and request to be an info addressee. If a unit does not want to be called for a limited time period (i.e.,the duration of a exercise), the Communication Center will be notified in writing via the AC/S G-6.

2. Emergency Action Messages (BAN) will be handled as fast as humanly possible. Red Rocket, White Rocket, or Pinnacle are examples of EAMs During working hours EAMS for the Base are advance routed to the appropriate section. After hours the Base OOD will be contacted.

3006. SPECIAL INTEREST MESSAGES. Death notifications, congressional interest, and priority American Red Cross messages will be advance routed to the appropriate addressee. The Communication Center will not, under any circumstances, deliver these messages to anyone not addressed on the message. It is the responsibility of the Red Cross to notify a Marine’s organization of the death or serious injury to the Marine’s next of kin.

3007. PERSONAL FOR MESSAGES. PERSONAL FOR messages are those classified and unclassified messages marked “PERSONAL FOR” a. person by name or title and are treated as a personal message. The “PERSONAL FOR” message is intended to ensure greater privacy than ordinary messages and to convey information on a personal basis. Distribution is made solely to the designated recipient or authorized courier. Additional distribution may be made by the recipient. The use of “PERSONAL FOR” messages is reserved for officers of flag rank and officers in a command status.

3008. FOR MESSAGE PROCEDURES. FOR messages are those messages, classified or unclassified, marked “FOR” a person by name or title. Such messages do not warrant special handling except for that required by classification. They will be delivered to the person or office designated and given the usual dissemination within the command as prescribed by local instructions based on the subject of the message.

3009. TRACER ACTION. Tracer action is the process by which an investigation is conducted to determine the reasons for inordinate delay or nondelivery of a message. Tracer action requests will be initiated no later than 30 days from the original time of transmission. All requests for tracer action will be addressed to the Communication Center Chief who will initiate the action

3010. FILES The Message Center maintainsa 30 day recall capability of all message traffic for analysis and working purposes only. Record files will be maintained by individual units. Sections searching for messages should call their Adjutant (Central Files) or unit Message Centers. If required, the Adjutant or unit Message Center will submit a recall request to the Communication Center. The Communication Center will return the request with copies of the message or reason for nondelivery to the unit.
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3011. MESSAGE PREPARATION. All messages will be drafted in Message Text Format (MTF) following the guidelines of the NTP-3 to allow for fully automatic processing. Exceptions to this are BAN and IMMEDIATE messages originated by OODs when clerks are not available. To assist in these situations the message and all necessary information can be handwritten and will be manually entered by the Communication Center personnel. Releasing signatures are still required.

3012. OFFICER OF THE DAY (OOD) ROSTERS. All units served by the Communication Center will provide an OOD roster 5 days prior to the commencement of each month. Failure to submit a roster makes verification of the OOD impossible and will result in the inability to conduct business with the Communication Center. Rosters must include a statement that the OOD is authorized to release messages while on duty and what messages and security level the OOD is authorized to sight or receive.

3013.
MESSAGE DISTRIBUTION AND DATA BASE MANAGEMENT
1. Routing messages is accomplished by a computer database maintained at NCTAMS EASTPAC/MDT. There are both “protect” and “guard” commands managed by the database. Protect commands receive a standard distribution for each message. Guard commands receive automatic internal distribution and require careful attention by those responsible for routing correspondence (usually the Adjutant section) Message Dissemination Sub-System (MDS) Administrator.

2. Guard command internal distribution is assigned by different routing criteria. The computer will search each message for these criteria in the order specified by the command. Routing criteria are listed below:

a.
Message Assigned Distribution. Allows the drafter to assign exact distribution of the “HAS BEEN SENT” copy. This avoids unnecessary over-distribution or misroutes.

b.
Standard Subject Identification Code (SSIC) See SECNAVINST 5210.11 for listing._

c.
Address Indicator Groups (AIGs) or Collective Address Designators (CADs) . All AIGs and some CADs are specific to a subject matter. A distribution can be assigned to each AIG or CAD.

d.
Flagword A word or phrase that routinely appears in the subject line can be assigned a distribution.

e.
Referenced Outgoing Message. If no pertinent message criteria is located by the computer, and the incoming message references a message sent earlier by the command aboard MCBH Kaneohe Bay, the incoming message will be routed to that same command providing that the message is still located in the database.

f.
Referenced Incoming Message. An incoming message that references an earlier incoming message will be routed the same as the earlier message provided that message is still in memory.

3. If one criteria is not found on the message, the computer will move on to the next one until routing criteria is found.
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4. Automatic message routing is potentially fast, economical, and accurate, but should not be considered simple since the organizations that are serviced are very complex. Each guard command should have a database representative (generally in the Adjutant’s section) who is the liaison between the unit and the Communication Center. The Communication Center will control and expedite input into the database. All changes should be submitted in writing to the Communication Center via the AC/S G—6.

5. The cognizant authority of any AIG/CAD must recapitulate that AIG/CAD at least yearly or when 10 changes have occurred.

6. Tenant units which are added/deleted from any AIG/CAD must notify the Communication Center to ensure delivery/deletion.

3014. JUSTIFICATION FOR ELECTRICAL TRANSMISSION. Electronic transmission is intended for messages of a time-sensitive nature or for those that cannot be economically delivered by other means. Messages addressed to units aboard the Base can be sent via Whiskey Message in accordance with ASO P5000.3.

3015. MESSAGE REJECTION AND COMMUNICATION IMPROVEMENT MEMORANDUM. Messages received with an invalid Plain Language Address (PLA) will be returned to the originator after all attempts have been made to confirm the correct PLA Messages received in the AUTODIN Mail Box over the LAN, which contain an invalid PLA or in improper format, will be rejected. The originator will be advised of this via the LAN. All LAN messages must be received via an AUTODIN Mail Box in order to be transmitted by the Communication Center personnel.

3016. MESSAGE RELEASING. The releasing officer is the properly designated individual authorized to release a message for transmission in the name of the originator. Each organization bears the responsibility to publish and verify proper message releasers. The Communication Center will verify authorized couriers only.

3017. MINIMIZE CONDITION MINIMIZE a condition imposed by a commander to reduce and control electrical messages traffic within the commander’s area of authority an emergency or exercise. The purpose of MINIMIZE is to clear the AUTODIN network of record and voice traffic whose urgency does not justify electrical transmission during an actual or simulated crisis. When transmitting messages to a command under MINIMIZE, the words “MINIMIZE CONSIDERED’ must appear in format line 12A (2 spaces after the SSIC) of the message. MINIMIZE is a command responsibility. During periods of MINIMIZE, message drafters and releasers will review messages to ensure that electrical transmission is essential. During periods when MINIMIZE is in effect, only those persons specifically authorized by the commanding officers may release electrically transmitted messages.
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CHAPTER 4

SECURITY

4000. GENERAL. Personnel assigned to MCBH Kaneohe Bay Communication Center will be familiar with OPNAVINST 5510.1, ACP-122, CMS-l and NTP-4. Personnel working in the Communication Center will not divulge the contents of any document, publication, or message, regardless of classification, to any person not authorized to have such information; nor be engaged in conversation at any time when off duty, about their duties (i.e. the function of the Communication Center) or matters related in any way to communications.

4001. SOURCE. Data and information used in this chapter have been obtained from the Navy Security Manual for classified information, OPNAVINST 5510.1, Allied Communications Publications (ACP), and pertinent OPNAV instructions and Marine Corps Orders dealing with security.

4002. DEFINITIONS
1. Security. A protected condition of classified information, which prevents unauthorized persons from obtaining information of direct or indirect military value. This condition results from the establishment and maintenance of protective measures, which ensure a positive atmosphere of security from hostile acts or influence.

2. Access. The ability and opportunity to obtain knowledge or possession of classified information. An individual does not have access to classified information merely by being in a place where such information is maintained, provided the security measures are in effect to prevent them from gaining knowledge or possession of such information.

3. Clearance. An administrative determination by competent authority that an individual is eligible from a security standpoint for access to classified information of a specific category.

4. Need to Know. The term given to the requirement that the dissemination of classified information be limited strictly to those persons whose official military or governmental duties require knowledge or possession thereof. Responsibility for determining whether a person’s duties require that the individual possesses or has access to receive classified information rests upon each individual involved. A “need to know” is recognized as established when:

a.
The disclosure is necessary in the interest of national security.

b.
There clearly appears from the position, status, duties, and responsibilities of the applicant, a legitimate requirement that each individual must have access to the classified information in order to carry out assigned duties and responsibilities.

c.
There is no other equal or ready source of the same classified information available to the individual.
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d.
The applicant is or can be cleared for access to the degree of classified information involved and is capable both physically and mentally of providing the degree of protection the material of information requires.

5. Communication Security (COMSEC) . The protection resulting from all measures designed to deny unauthorized persons information of value which might be derived from the possession and study of telecommunications, or to mislead unauthorized persons in their interpretations of the results of such possession and study. COMSEC includes Cryptographic Security, Transmission Security, Emission Security, and Physical Security of communications security materials and information. See ASO 2280.1 for detailed information.

a.
Cryptographic Security. Cryptographic security is that component of communications security dealing with provisions of technically sound cryptographic systems and the proper use of authorized codes, cipher devices, and machines employed for encryption and decryption of messages.

b.
Transmission Security Transmission security is that component of communications security which includes all measures designed to protect transmissions from unauthorized interception and exploitation by traffic analysis, imitative deception, and direction finding.

c.
Emission Security. Emission security is that component of communications security which results from all measures taken to deny unauthorized persons information of value, which might (be derived from intercept and analysis of compromising emanations from cryptographic equipment and telecommunications systems.

d.
Physical Security. Physical security is that part of communications security concerned with all physical measures necessary to prevent unauthorized access to equipment, facilities, material, information, and documents, and to safeguard them against espionage, sabotage, loss, damage, and theft.

6. Compromise. A compromise is a loss of security, which results from an unauthorized person obtaining knowledge of classified information.

7. Personnel Security—Clearance.  - An administration determination that--an individual is eligible from a security standpoint, for access to classified information of the same or lower category as the clearance being granted.

4003.
STAFF COMMUNICATION SECURITY MATERIAL RESPONSIBILITY OFFICER (SCMSRO)

The SCMSRO is normally assigned by a Base Special Order and is directly responsible to the Commanding General for establishing communication security within the Base, ensuring that all personnel are familiar with the security guidelines set forth in CMS-l, OPNAVINST 5510.1, NTP-4, and all applicable publications and orders. The SCMSRO works closely and coordinates actions and programs with the Base Security Manager utilizing the Security Manager’s Handbook.

4004. SCMSRO’S RESPONSIBILITIES. The SCMSRO (also referred to as the Crypto Security Officer) is appointed by the Commanding General and is responsible to him for providing secure and efficient COMSEC operations. In fulfilling this responsibility, the SCMSRO must be thoroughly familiar with all aspects of the COMSEC operations within the command. The SCMSRO is responsible for the accountability usage, and training of the of all COMSEC equipment and associated crypto-materials. Additionally, they are in charge of safeguarding and the control and destruction of all COMSEC equipment and materials. The SCMSRO must provide the Commanding General with confidence that the COMSEC function is being properly managed on a day-to-day basis, and that it is prepared to with any unforeseeable contingency, including emergency action to prevent the compromise of COMSEC material. Specific duties are listed in the CMS-l.

4005. COMSEC INFORMATION. COMSEC information includes all information concerning communications security and all material (documents, devices, and equipment or apparatus) including crypto material associated with the security or authenticity of telecommunications. This definition includes everything encompassed by cryptographic information plus crypto-related information. (The term “information” includes oral information such as discussions by conference or by telephone as well as correspondence, messages, reports, drawings, photographs, manuscripts, data processing cards, tapes, and all COMSEC material (documents, equipment, and devices)

4006. COMSEC COMPROMISE/SECURITY VIOLATIONS. The reporting of COMSEC compromise/security violations will be in accordance with chapter 4, OPNAVINST 5510.1 and chapter 13, CMS-l. The reports will consist of facts of the compromise/security violations, weakness in security procedures which caused or permitted the incident, and the action taken to prevent future compromise/ security violations.

4007. AUTHORIZED ACCESS/ENTRANCE LIST. A list of all personnel authorized to enter a restricted or controlled space is posted on the inner side of the entrance door of the Message Center. Those personnel whose names appear on the authorized access list will be granted access to the spaces indicated on the authorized entrance list. No other person will be allowed to enter the Communication Center without specific permission from the Commanding General, AC/S G-6, the Communication Center Officer or the Communication Center Chief.

1. Access of Authorized Personnel. Access for the user, i.e., OOD or messengers of authorized units or organizations, will be as follows:

a.
The user will approach the Communication Center, building 505, through the basement level. Upon arriving at the entry point, the user will state their name and unit. Communication Center personnel will open the electronic door and allow the user to enter. (Between the period of 2000-0600.)

b.
Upon reaching the access window the user will provide their I.D. card or other valid identification (in case of a civilian messenger) , and will compare it to the access list. Once approved, messages may be delivered or picked up as required.

c.
Once all business has been conducted, the user will exit the Communication Center.

2. Access of Personnel Not on the Access List
a.
When access is requested by someone who is not on the access list, the

Watch Supervisor (WS) on duty will contact the MCO for further instructions.

The CWS will not allow the person or persons requesting access to enter the

Communication Center for any reason until access has been granted by proper

authority.

b.
When access is granted by proper authority, the person entering the Communication Center will be required to show their identification and be logged in the visitor’s log by the Watch Supervisor (WS) who will ensure that a proper authorizing signature is obtained.

c.
While in the Communication Center, the visitor will be escorted by the CCO, CWS, NCOIC, Communication Center Chief, Crvpto Chief or designated authority.

d.
The CWS may, at any time, request visitor(s) to leave the Communication Center if their presence is interfering with the watch operations.

e.
It is determined that classified information has been compromised by the visitor’s presence, the WS will notify the MCO immediately.

4008. VISITOR’S LOG. A visitor’s log is maintained in accordance with the NTP-4 and OPNAVINST 5510.1 in the Communication Center by the CWS and is used to record official visitors whose names do not appear on the entrance access list. A separate visitor’s register will be maintained for the Crypto Vault. The AC/S G-6, CCO, Communication Center Chief (CCC), and the CWS is authorized to sign in the “authorization” space in the log. When the visitor(s) is/are in the Communication Center, all classified materials will be secured and an escort will accompany the visitor(s) at all times.

4009. UNAUTHORIZED ITEMS. The following items are not authorized in a restricted or controlled area:

1.
Camera (35mm, etc.)
2.
Audio/Video Recorder
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CHAPTER 5

TELEPHONE

5000. MISSION. The Telephone Division coordinates and monitors administrative telephone service for MCBH Kaneohe Bay and tenant commands to include additions, deletions, and changes. This department administers the government agreement for leasing telephone service and electronic landline control circuitry through Naval Computer and Telecommunications Area Master Station, Pearl Harbor (NCTAMS Pearl) . The telephone division monitors, controls, coordinates, and budgets for telephone system installation and upgrades with the contracting activities to include authorized direct long distance toll calls.

5001. RESPONSIBILITIES. Supervises and coordinates arrangements for the installation and renovation of telephones, circuits, and telephone systems aboard MCBH Kaneohe Bay. The Telephone Chief researches and provides adequate administrative telephone service to subscriber commands, inspects the installation of telephone systems, submits reports, verifies the accuracy of all transactions conducted with GTE Hawaiian Telephone Company, maintains detailed records of the installation telephone system equipment and cable status, provides input for the Joint Military Telephone Directory of Hawaii, and provides information to the AC/S G-6 in matters pertaining to circuits or telephone service.

5002. TELEPHONE SERVICE. The Oahu Telephone System (OTS) is an island-wide telephone system contracted by the Department of Defense but operated and maintained by GTE Hawaiian Telephone Company (HAWTELCO) under a negotiated agreement. It consists of integrated automatic telephone exchanges, cable distribution systems and telephone service. It does not include those cables used exclusively for purposes other than telephone; e.g., air traffic control, intercom, microwave, or radio. As stated in DOD Directive 5507.7, all personnel are responsible for using office telecommunications services for official use only. The term “official use” means usage directly in support of government business.

1. Management. The Commanding General, MCBH is responsible for ensuring adequate telephone service in the appropriate quantities, that conforms with the capabilities of the switching network. All services will comply with current directives, DOD, DISA and the OTS policies. Optimum service support will be provided consistent with the activities mission, requirements, and overall budgetary limitations.

a.
The AC/S G-6, by direction of the Commanding General, MCBH, manages the telephone system aboard the Base. All changes to the telephone service to included policies regarding direct long distance and collect calls must be approved by the AC/S G-6 prior to submission to NCTANS PEARL, HAWTELCO or appropriate external activity.

b.
Any unit, office, organization, or department which receives telephone service aboard the Base is considered a subscriber activity. Included are III MEF units, subordinate installation organizations, and other tenant commands and activities.

c.
Unit commanders/OICs are responsible for the proper use and control of all official telephones in unit areas and will provide close supervision of telephone equipment to prevent vandalism and unauthorized use.

2. Unit Telephone Control Officer (UTCO). All battalions, squadrons, separate companies, departments, and equivalent administrative entities aboard MCBH are designated subscriber activities, arid as such will appoint a UTCO in accordance with MCO P2066.1. The Telephone Division will maintain a current list of UTCOs and is authorized direct liaison with UTCOs for routine telephone business. In addition to the duties specified by

MCO P2066.1, the UTCO should maintain detailed records of established telephone service in the unit by telephone number, subscriber title, building number, and associated equipment (e.g., secure telephones, modems, computers, alarm instruments, etc.). The UTCO is normally the unit custodian of access numbers used for commercial long distance calling and is responsible for verifying the official nature of bills posted against the unit’s telephones as well as taking any appropriate action against any unauthorized calls that have been identified unofficial. It is the responsibility of the UTCO or assigned representative to contact the proper authorities to investigate unofficial calls in excess of $20.00. The AC/S G-6 must also be informed via correspondence. Follow-up must continue until completion of all required action or as directed by the AC/S G-6.

Official Service. Official service is furnished through telephone facilities owned contracted for by NCTAMS PEARL and used for the transaction of official business by subscribing activities. Duty Officer/NCO, squadron/battalion headquarters are examples of this service.

4. Unofficial Service. Unofficial service is furnished through telephone facilities owned and maintained by the local commercial business, which by law and/or regulation cannot be paid for by the Federal Government. This includes but is not limited to telephones installed in living quarters and businesses for private use. Requests for unofficial service should be submitted directly to HAWTELCO. Request for public telephones can be submitted directly to the Telephone Department. Telephone service for Morale, Welfare and Recreation (MWR) activities, such as the Marine Corps Exchange, theater, and clubs are also considered unofficial and are contracted outside the OTS system in accordance with all Department of Defense directives.

5. Nuisance Calls. Nuisance calls are persistent telephone calls from an unidentified caller of an obscene, threatening, or otherwise offensive nature. Occasional prank, or one-time abusive calls, unless of an extremely threatening nature, are not generally classified as nuisance calls. Since nuisance calls may emanate from within or outside OTS, tracing and apprehension of the culprit(s) is extremely difficult and will involve considerable time and effort. All reported nuisance calls must be initially reported to PMO and thereafter to CID/NIS. These offices will then submit an official request to the CISD for the call trap to be installed. The AC/S G-6 will then submit a request to Pearl Harbor Network Control Center. For emergency situations that require immediate response, shall be requested via phone line and thereafter followed by correspondence.

5. Classes of Service. The Telecommunications-Certification Office (TCO), CINCPACFLT has established two classes of service for the OTS as follows:

a. Class A.  Official telephone lines designated as Class A 

Provide access to the Defense Switching Network (DSN) and may be class marked for long distance access.  Not more than 40 percent of the Base’s total administrative telephone numbers may be designated as Class A and provide access to DSN.

Approving authority for all DSN service is CINCPACFLT. Properly justified requests for DSN service will be endorsed by the AC/S G-6 and forwarded to the TCO for disposition.

(1)
Priority Access. Ten percent of the Class A numbers may also be marked as priority numbers. Priority marking is restricted to numbers authorized for official business of sufficient importance to require both routine and priority access to the DSN.

(2)
Routine Access. The remaining 90 percent of numbers marked Class A may be authorized access to DSN at a routine precedence level.

b.
Class C. Official telephones designated Class C provide local calling only and are not authorized DSN or long distance access.

c.
DSN Subsets. Due to their mission, some subscribers require direct dial access to the DSN. These subscribers have direct access to the local DSN switch via an access line terminated in a four-wire DSN subset. The installation of DSN subsets and extensions is controlled by USCINCPAC. A TSR to the AC/S G-6 to be forwarded with their recommendation to COMNAVCOMTELCOM via the Telephone Control Officer (TCO), CINCPACFLT. All DSN subset installations will be reviewed yearly and re-justified. Every effort will be made to eliminate existing four-wire service when standard service will fulfill the DSN requirement.

d.
DSN Usage. Every effort should be made to utilize DSN when placing long distance calls. The following procedures are applicable when placing a DSN call:

(1)
During Working Hours. Only those telephones listed as Class A can be used to place calls through the DSN. Only telephones with DSN access can utilize OTS operator assistance.

(2)
OTS DSN. To contact the OTS DSN operator, dial 0 and provide the information requested by the operator.

(3)
Restrictions. Use of DSN is restricted to:

The most essential elements of command that require long distance communications in support command operations (official business only).

(b)
Only those calls that are necessary and require a timeliness that cannot be obtained by other means and would not stand the scrutiny afforded a commercial toll call will be placed through DSN.

(c)
DSN circuitry is not authorized for nonappropriated fund activities, personal, or unofficial calls.

(4)
Procedures. Consult the Joint Military Telephone Directory Hawaii. A toll authorization slip is not required.

(5)
Precedence. Consult the Joint Military Telephone Directory Hawaii for information concerning the Joint Uniform Telephone Communication Precedence System.

5003. OFFICIAL LONG DISTANCE/TOLL CHARGES. Only Class A telephone numbers are authorized access to the local long distance telephone network. Funding and accounting for toll charges incurred by Base activities and supported organizations, except as noted, are under the cognizance of the AC/S G-6. Prior to placing a long distance call, the authorized prospective caller must log and maintain a running log book account of all long distance calls. This is important as UTCOs will use these logs to certify telephone bills.

1. Inter-Island Toll Calls. All inter-island calls are operator assisted. The authorized prospective caller must log and maintain a running log book account for all inter-island calls. Each command unit must establish certain control procedures over inter-island calls to designated lines as there is no control number required to make this type of call. Toll charges will be charged to the phone line making the call.

2. CONUS Toll Calls. Class A telephone subscribers may, when authorized by the commanding officer, department head or UTCO, make long distance toll calls. These calls must be tightly controlled at the unit level to minimize abuse. All toll calls are subject to certification by the unit’s UTCO. DSN must be first attempted before utilization of long distances access. Refer to the Ease Command Directory for CONUS DSN information.

3. Collect Calls
Only authorized officials may accept official collect calls. Unofficial collect calls accepted by unauthorized personnel will be treated as unofficial toll calls and chargeable to that individual.

4. Unofficial Toll Calls. The cost of unofficial toll calls will be borne by the calling party, or in the case of a collect call, the called party. Absolutely no third party collect calls are authorized being charged to any OTS number on board the Base. The only exception is phone number 567-6450 located on the island of Molokai. This line will minimize calls as much as possible.

a.
To reimburse the government for unofficial toll calls, the individual will purchase a postal money order for the total amount of the call plus surcharge and tax. The individual will make the postal money order payable to Naval Computer Telecommunications Area Master Station (NCTAMS Pearl Harbor)

b.
The postal money order will be delivered to the Telephone NCOIC, building 505, which will be processed and sent to NCTAMS Pearl Harbor.

5004. INSTALLATION AND SERVICE. Requests for official telephone service shall be submitted to the AC/S G-6 utilizing the Dial Telephone Service Request (TSR). Forms are available at the Base Telephone Division.

1.
Installation and Service Procedures
a.
Base organizations may submit their requests directly to the Commanding General (Attn: AC/S G-6)

b.
Third Marine Regiment, 1st MAW ASE, CSSG-3, and 1st Radio Battalion units must submit requests to the AC/S G-6 via the UTCO.

c.
Due to the high cost of installation and relocation, and the increasing monthly rental rates, only telephone service to increase efficiency will be approved. All service requests of a convenience or cosmetic nature will be disapproved unless authorized by the Commanding General or the AC/S

G-6.

   d.
Every TSR for installation of new service will include nominations for service removal/relocation. TSRs which would result an increase in monthly service charges will not normally be approved.  Compensatory reduction will be viewed from the standpoint of service cost versus service provided.

   e.
Small units may at times have valid requirements for additional service and not be able to reduce other services without hindering operations. In such cases, the TSR should be fully justified and forwarded to the next higher command requesting nominations for compensatory reductions within the command.

   f.
TSRs involving installation, relocations, or other changes to existing installations must be planned well in advance to provide sufficient time for processing of requests and scheduling of work. Routine moves of offices are not considered sufficient justification for an emergency request. When an office is relocated and adequate telephone service is available at the new location, the telephone number(s) present will be utilized and a directory change submitted by the UTCO to the Telephone Division.

  g.
Requests for telephone service must be submitted a minimum of 60 days in advance of date desired. For large projects requiring extensive work, requests should be submitted 90 days in advance to allow for assimilation of work crews and scheduling. Emergency work requests may be walked through to expedite action; however, the service requested may still take considerable time since the AC/S G-6 has no authority over HAWTELCO’s scheduling.

  h.
Telephone instruments and equipment will be installed, moved, repaired, disconnected, or modified only by HAWTELCO personnel. Suspected illegal tampering with telephone equipment, installations, or lines may result in curtailment of service pending investigation, and possible disciplinary action. Tampering includes, but is not limited to, relocation, installation, repair, disconnection, destruction or modification of telephone instruments, equipment or lines. Use of subscriber owned Base equipment such as automatic dialers and answering devices is prohibited unless prior permission is received from the AC/S G-6 and HAWTELCO. Tampering with a public utility is a criminal offense under Federal Law and is punishable by the maximum of 5 years imprisonment and a fine of $10,000.

2. Telephone Repair Procedures. For telephone repair service, call the HAWTELCO trouble desk in accordance with trouble procedures published in the Oahu-Telephone-System Directory. Before calling the trouble desk verify that the instrument is HAWTEL or Government furnished. If it’s HAWTEL, then call the trouble desk. If it is Government furnish, then call the Telephone Department for a replacement (257-2323). Any non-OTS equipment such as Fax, modems, etc., that utilizes an OTS line must be verified first whether the trouble lies on the line or non-OTS equipment before calling the trouble desk. If satisfactory repairs are not made, contact the Telephone Trouble Desk at extension 257—2323.

5005. DIRECTORY CHANGES
1. General. The AC/S G-6 is responsible for compilation and submission of

report changes to the Joint Military Telephone Directory of Hawaii for changes in the telephone system under the cognizant of the Base. These changes serve a two-fold purpose:

a.
These changes ensure that the Pearl Harbor switchboard has current listings for information seekers.

b.
They permit orderly correction of directory information without a heavy peak load prior to publication.

2. Procedures. Units and activities should submit reports of desired changes and additions or deletions to the AC/S G-6 in accordance with the format shown in the current Joint Military Telephone Directory of Hawaii within 5 days of a new number or occupying a building with existing numbers.

5006. FIELD WIRE INSTALLATION. Connection of field type equipment to Base telephone lines is unauthorized. Due to safety hazards to personnel and the possibility of Foreign Object Damage (FOD) to aircraft, field wire installations of a temporary nature will be allowed only within built-up areas and with the expressed permission of AC/S G-6. A police call will be held upon completion of any drill, exercise, or CPX to remove all field wire equipment.

5007.
COMMUNICATION CONTROL CIRCUITS
1. Definition. Communication control circuits include all circuits tied into the Administrative Telephone System other than dial telephones which requires direct line service (e.g., hot lines, alarm circuits, data circuits, and radio circuits)

2. Circuit Requests. Requests for special circuits shall be submitted to the AC/S G-6 in the same manner as outlined in paragraph 5004 for basic telephone service, via the appropriate chain of command. All requests for circuits going off Base will be submitted in the same manner; however, these must be submitted to CINCPACFLT by the AC/S G-6 and requires a 90-120 day lead-time for installation.

3. Circuit Repair Procedures. All circuit outages shall be reported to the AC/S G-6 Communications Chief via telephone. A repair time of up to 12 hours should be expected depending on HAWTELCO’s workload at the time of report.

5008. EXCAVATION. To prevent damage to buried telephone cables, any unit or individual desiring to make any excavation aboard MCBH must contact the AC/S G-6. The AC/S G-6 should be contacted to attend all reconstruction meetings involving excavation or trenching to preclude the cutting of underground telephone cables The contractor is responsible either through the Regional Officer in Charge of Construction (ROICC) office or directly to HAWTEL to obtain a toning permit for cable identification and marking on the area to be worked on.

5009.ACCESS
Base telephone personnel are authorized entry to all spaces and areas having telephone equipment. Entry is for the purpose of inspecting telephone instruments and observing installation of removal of equipment.

5010. EOUIPMENT SURVEYS. Telephone equipment will be inspected in every building on an annual basis or prior to unit rotation. Any illegally installed telephone equipment that is the property of HAWTELCO will be confiscated and returned. Privately owned equipment will be disconnected and appropriate legal action will be taken.

5011. SAFETY AND FIRST AID. Electrical safety and first aid training will be conducted quarterly. All newly joined personnel will receive initial training during their first 30 days after being assigned to the Telephone Division.

5012.
COMMUNICATION SECURITY (COMSEC) SURVEILLANCE AND MONITORING.

Department of Defense telephones are provided for the transmission of official government information. Discussion of classified information over nonsecure telephones or other nonsecure circuits is strictly prohibited. Official government communication systems and facilities, including official DOD telephones and telephone systems, are subject to COMSEC monitoring at all times. The use of these telephone systems aboard MCBH constitutes consent to COMSEC monitoring. Decals shall be placed on each telephone which statues “DO NOT DISCUSS CLASSIFIED INFORMATION. This telephone is subject to monitoring at all times. The use of this telephone constitutes consent to monitoring.”

5013. SIGNIFICANT COSTS
1. General. When telecommunication costs to the Base for provision of support are additional, identifiable, and can be segregated on a reasonable and meaningful basis, the determination of whether they are significant, and must be reimbursed, is to be made by the host. In general, additional, identifiable costs for recurring support provided by a host or supporting activity will be reimbursed unless the amount is less than $100 within the fiscal quarter, in which case the billing is not economical.

2. Administrative Base Telecom Support. Functions of general administration and base management which pertains to the entire installation generally are either deemed to be within the mission of the host or are not subject to reimbursement by a tenant because no meaningful basis exists upon which to determine cost for billing purposes. However, under circumstances permitting segregation of additional and significant cost to the host, a tenant may be charged for support on a cross—service basis.

a.
Telecommunications — Common voice and record telecommunications, if individual bills are not received by the host, are considered non—identifiable for billing purposes. Non—common telecommunications costs, which relate to tenant requirements, are subject to reimbursement, such as tenant toll charges or special communications services and/or equipment.

b.
Specific billing to tenants and supported activities who incur a significant costs (exceeding $100.00 per fiscal quarter) and which are identifiable (cellular charges, long distance toll charges) will be processed for fund transfers. The normal administrative procedure to capture these costs and reimbursement will be by a 0-6 memorandum with specific billing records enclosed and a supported activity NAVMC 2275 generated transfer of funds request.
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CHAPTER 6

TRAINING

6000. GENERAL. The CISD is tasked with the responsibility of ensuring that all assigned personnel are highly trained in their respective communications skills as well as their basic Marine skills.

6001.
MILITARY OCCUPATIONAL SPECIALTY AND MISSION-ORIENTED TRAINING (MOS/MOTI. MOS/MOT is the type, level, and degree of training necessary to ensure each Marine is capable of performing their duties in a proficient manner. This level of training is normally attained at the appropriate entry-level school and must be kept current by the Marine and the Marines branch OIC/NCOIC through classes, follow-up and periodic testing, correspondence course, and on-the-job training (OJT) Additional MOS/MOT must be continually provided in an effort to maintain, upgrade, and improve the individual skills and knowledge of Marines. Major communication subject areas can be identified as general, procedural, or equipment—oriented subjects.

1. General Subjects

a.
Mission and organization of the CISD.

b.
Department organization and functions.

c. Familiarization with installation, operation, and maintenance requirements of internal assets.

2.
Procedural Subjects
a.
Message handling, processing, distribution procedures.

b.
Alternate/emergency communication procedures.

c.
Communications Security - procedures for maintaining physical, cryptographic, and transmission security.

d.
Administration of records, reports, orders, files, and libraries (administrative and technical)

e.
First Aid.

3. Equipment Subjects
a.
General and electronics safety.

b.
Operation, installation, and maintenance (remedial and preventive)

CISD supply administrative procedures.

6002. ADDITIONAL TRAINING. Additional training requirements which include essential subjects, physical fitness, marksmanship, nuclear, biological, and chemical (NBC), water survival, and related training will be administered by the HQBN Training Branch. The training program will be conducted in accordance with applicable Marine Corps and Base orders and as specified in the annual training program.

6003. RECORDS. Training records reflecting individual scores in training-related events (marksmanship, EST, PFT, NBC, water survival qualifications, etc.) will be maintained by the Department Training NCO.
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