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UNITED STATES MARINE CORPS

MARINE CORPS BASE HAWAII

BOX 63002

     KANEOHE BAY, HAWAII 96863-3002

BaseO P2280.1 

                                                   CISD

                                                                                                                                                                             21 JAN 1997

From:
Commanding General

To:
Distribution List

Subj:
STANDARD OPERATING PROCEDURES FOR COMMUNICATIONS SECURITY MATERIAL SYSTEM (CMS) (SHORT TITLE: CMS SOP)


Ref:
(a)
CMS-l


(b)
CMS-6


(c)
OPNAVINST 5510.1H


(d)
OPNAVINST 2221.3

Encl:
(1) Locator Sheet

1.
To promulgate instructions for handling, control, storage, destruction and distribution of CMS material aboard Marine Corps Base Hawaii (MCBH), Kaneohe Bay.

2.
Cancellation. ASO 2601.3C.

3.
Action Addressees will ensure that all personnel involved in handling, controlling, storing, destruction and distributing of CMS matters will familiarize themselves with the contents of this Manual.

4.
Summary of Revision. This manual has been reformatted and contains major and administrative changes. The major modifications to this manual are as follows:

a.
New Chapter 1. Describes responsibilities of additional COMSEC duties, SCMSRO, clerk, user and witness.

b.
Paragraph 2004. Provides guidance for information marked “CRYPTO’'.

c.
Paragraph 3006. Describes storage requirements for COMSEC materials.

d.
New Chapter 4. Revises destruction procedures; monitoring and inspection destruction device.

e.
New Appendix A. COMSEC definitions relating to COMSEC matters.

f.
New Appendix B. Sample letters for appointment.

g.
New Appendix C. New Revise Acknowledgement Form.

BaseO P2280.1

21 JAN 1997

   h. New Appendix E. Instructions for completing CMS-25 Forms.

i. New Appendix F. Destruction checklist for local custody destruction.

5.
Certification. Reviewed and approved his date.

W.
C. PEOPLES

Deputy Commander

DISTRIBUTION:
MCBH KANEOHE BAY (STAFF SEC, CISD (3), G-3, G-4, SUP)

BaseO P2280.1

                                                 21 JAN 1997

LOCATOR SHEET

Subj:
STANDARD OPERATING PROCEDURES FOR COMMUNICATIONS SECURITY MATERIAL SYSTEM (CMS) (SHORT TITLE: CMS SOP)

Location:

(Indicate locations(s) of copy(ies) of this Manual.)
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CHAPTER 1

RESPONSIBILITIES

1000. COMMANDING GENERAL. The Commanding General is responsible for properly administering the Command’s CMS account and ensuring compliance with CMS-1, CMS-6, OPNAVINST 5510.111, and OPNAVINST 2221.3. Annex D of CMS-l is written specifically for Commander’s in assessing command compliance with CMS procedures.

1001. STAFF CMS RESPONSIBILITY OFFICER (SCMSRO). The SCMSRO must be designated, in writing, by the Commanding General and have a security clearance equal to or higher than the highest classification of CMS material held. The designated SCMSRO is responsible for the proper administration of routine matters for this CMS account.

1002. CMS CUSTODIAN. The CMS Custodian is designated in writing by the Commanding General or SCMSRO and is responsible for all actions associated with the receipt, handling, issue, accounting safeguarding, and disposition of Communications Security (COMSEC) material assigned to the CMS Account. The CMS Custodian is responsible for the performance of CMS duties to the Commanding General or SCMSRO.

1003. ALTERNATE CMS CUSTODIANS. The Alternate CMS Custodians are designated in writing by the Commanding General or SCMSRO and are responsible for assisting the CMS Custodian in the performance of CMS duties and for assuming the duties of the CMS Custodian in his/her absence. Alternate CMS Custodians report to the CMS Custodian for CMS duties and share equally with the CMS Custodian the responsibility for proper management and administration of this CMS account.

1004. CMS CLERK The CMS Clerks are designated in writing by the Commanding General or SCMSRO and is/are responsible for

assisting Custodian personnel in the execution of administrative duties associated with the management of the CMS account. The assignment of the CMS Clerk(s) is at the discretion of the Commanding General or SCMSRO.

1005. CMS USER CMS Users are responsible for proper security, control, accountability, and disposition of the COMSEC material placed in their charge. CMS Users must complete a CMS Responsibility Acknowledgment Form. See Appendix C for Sample letter.

1006. CMS WITNESS. A CMS Witness is required to be familiar with the applicable procedures in CMS-l, CMS-6, OPNAVINST 5510.lH, and OPNAVINST 2221.3. An individual who witnesses an inventory, destruction, or any other CMS report is equally responsible for: accuracy of the information listed and the validity of the report or record used to document the transaction being witnessed; adhering to Two-Person Integrity (TPI) requirements; and sighting all material inventoried when signing an inventory report.
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CHAPTER 2

INTRODUCTION TO COMSEC MATERIAL

2001. GENERAL COMSEC material must be handled and safeguarded

based on its assigned classification and Accounting Legend (AL)

Code. COMSEC material is centrally accountable to Director,

Communications Security Material System (DCMS) and this command’s

CMS account.

2002. CONTROL AND REPORTING. Control of COMSEC material is accounted through a continuous chain of custody receipts using both SF-153’s and CMS-17 cards. Report any COMSEC material incident to the Security Manager, SCMSRO, and CMS Custodian.

2003. ACCOUNTABILITY LEGEND (AL) CODES. AL codes determine how COMSEC material is accounted for within this command. There are four AL codes that are used to identify minimum accounting controls required for COMSEC materials:

1. AL Code 1 COMSEC material is continuously accountable by (accounting/register) number from production to destruction.

2. AL Code 2 COMSEC material is continuously accountable by quantity from production to destruction.

3. AL Code 3 COMSEC material is locally accountable by serial number and handled/safeguarded based on its classification after initial receipt from DCMS.

4. AL Code 4 COMSEC material is locally accountable by quantity and handled/safeguarded based on it classification after initial receipt to DCMS.

2004. CRYPTO MARKING. The marking “CRYPTO” identifies all COMSEC keying material which is used to protect or authenticate

classified or sensitive unclassified government or government-derived information, the loss of which could adversely affect national security. All classified paper keying material marked “UNCLASSIFIED CRYPTO” and above require TPI.

2005. CONTROLLED CRYPTOGRAPHIC ITEM (CCI). CCI is the designator, which identifies secure telecommunications or information handling equipment, or an associated cryptographic component. CCI equipment must be stored in a manner that affords protection against pilferage, theft, sabotage, or tampering and ensures that access and accounting integrity is maintained.

2006. STATUS OF COMSEC MATERIAL. Status of COMSEC material is assigned at the direction of the controlling authority or originator of the material. COMSEC keying material will, at all times, be in one of the three status conditions:

1. Reserve.    Held for future use. (See CMS-l)
2. Effective.  In use to support an operational requirement.

3. Superseded.  No longer authorized for use; must be immediately destroyed. (See CMS-l)
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CHAPTER 3

SAFEGUARDING COMSEC MATERIAL

3001. GENERAL Each person involved in the use of COMSEC material is personally responsible for safeguarding and properly using the material they use or for which they are responsible and promptly reporting any COMSEC material incident to proper authorities.

3002.
ACCESS AND RELEASE REOUIREMENTS FOR COMSEC MATERIAL
1. Security Clearance. Access to classified COMSEC material requires a security clearance equal to or higher than the classification of the COMSEC material involved. Access to unclassified COMSEC material does not require a security clearance. Revocation of a security clearance revokes access.

2. Written Access to COMSEC Keying Material. All personnel having access to COMSEC keying material must be authorized in writing by the Commanding General or SCMSRO. An individual letter or an access list may be used for this authorization.

3. Personnel Access. U. S. citizens who are military personnel may be granted access to COMSEC material if they are properly cleared and their duties require access. Resident aliens who are military personnel may be granted access to COMSEC material classified no higher than CONFIDENTIAL.

3003. ACCESS TO COMSEC EQUIPMENT (LESS CCI). Access to keyed COMSEC equipment requires a clearance equal to or higher than the classification of the equipment or keying material. Access to unkeyed COMSEC equipment may be granted to those whose official duties require access and who possess a security clearance equal to or higher than the classification of the equipment.

3004. TPI REQUIREMENTS TPI is a system of handling and storing designed to prevent single-person access to certain COMSEC material. TPI handling requires at least two properly cleared personnel be in constant view of each other.

3005.
ACCESS TO AND PROTECTION OF SAFE COMBINATIONS
1. Each lock must have a combination composed of randomly selected numbers based on manufacturer’s instructions. The combinations will not duplicate another lock or safe within this command and will not be compose of successive numbers, systematic sequence, or predictable sequences.

2. Combinations must be changed when any person having knowledge of the combination no longer requires access or when the possibility exists that the combination has been subjected to compromise and at the minimum, annually.

3. Only properly cleared and authorized personnel will have knowledge of and access to combinations protecting COMSEC material. Lock combinations shall be classified and safeguarded the same as the highest classification of the material being protected.

4. To provide emergency access to combination envelopes, the lock combinations must be maintained in a security container other than the container where CMS material is stored.

5. Sealing and wrapping of combination envelopes (SF-700) will be packaged in accordance with CMS-l, chapter 5.

3006. STORAGE REOUIREMENTS
1. COMSEC materials will be stored in containers and spaces approved for their storage. Store COMSEC material separately from other classified material.

2. A SF-700 form must be placed on the inside of each COMSEC storage container to include the Privacy Act information.

3. A SF-702 form must be maintained for each COMSEC storage container.

4. OPNAV Form 5510/21 must be maintained for each COMSEC storage container. This is a permanent record for the container.

5. A SF-701 form must be maintained for each vault or strongroom.

3007. COURIER RESPONSIBILITIES Couriers shall be designated in writing and couriering of material within this command will be restricted to E-6 and above.
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CHAPTER 4

DESTRUCTION

4001. DESTRUCTION
1. The CMS Custodian is responsible for the complete and prompt destruction of all CMS material in their custody when it is authorized for destruction. This destruction will be conducted in accordance with CMS-l. Emergency cases are an entirely different matter for which preparations must be made in accordance with CMS-l Annex M and Appendices G and H of this Manual. In any event, all routine destruction of COMSEC material will comply with the applicable provisions listed herein:

a.
Destruction of an entire short title that has not been issued for use must be destroyed as soon as possible or within 5 days of its supersession as a unit (whole edition). This includes unopened daily keying material and publications, which are not superseded on a daily basis.

b.
CNO Directives require the destruction of daily keying material (segmented) within 12 hours after supersession, but destruction can be extended to 72 hours in the case of weekends or holiday periods if the CMS/CMCC Vault is not operational over a weekend or holiday period. In order to facilitate compliance with this requirement, users are authorized to destroy keying material held in their custody, and provide the CMS Custodian with the destruction report, SF-153 or CMS-25.

c.
The SF-153 or CMS-25 forms with all the required data, are the only forms to be used to record the (i.e. daily, weekly, monthly) destruction of primary keying material.

d.
In all cases, it is mandatory that two properly cleared and indoctrinated persons jointly sight each individual piece of CMS material, verify it has been superseded, and witness its destruction. After the destruction, both witnesses must affix their signatures on the SF-153 or CMS-25 form. In order to avoid

unauthorized destruction it is essential each item being destroyed be re-verified immediately prior to destruction.

4002. VERIFYING DESTRUCTION. The individual responsible for destruction and the witness must verify the superseded status of and the accounting data on the material being destroyed. Both persons are equally responsible for the timely and proper destruction of the material and for the accuracy of the destruction records. To verify the material being destroyed against the destruction record, the individual responsible for destruction should read the short titles and accounting data of the material being destroyed to the witness who verifies the accuracy and completeness of the entries on the destruction report. Then the witness should read the short titles and accounting data of the material being destroyed to the individual responsible for destruction who then verifies the accuracy and completeness of the entries on the destruction report.

4003. WITNESSING DESTRUCTION. The two persons conducting the destruction of COMSEC material may not complete corresponding destruction records until the material is actually destroyed. Therefore, the two persons conducting the destruction must personally witness the complete destruction of the material.

4004. MONITORING AND INSPECTION OF DESTRUCTION DEVICES. Monitor the entire destruction process and inspect the destruction device and the surrounding area afterward to ensure destruction was complete and no material was inadvertently missed during the destruction process.

4005. INSPECTING RESIDUE. Inspect the residue to ensure destruction was complete, and no residue or readable bits of material remain.

APPENDIX A

COMSEC DEFINITIONS

Accounting Legend (AL) Code: A numeric code used in the COMSEC Material Control System (CMCS) to indicate the minimum accounting controls required for an item of accountable COMSEC material.

Accounting Number:
A number assigned to an individual item of

COMSEC material to simplify its handling and accounting. 

Also referred to as register or serial number.)

Advice and Assistance (A&A) Training Team: Worldwide network of CMS subject matter experts who provide training and assistance to personnel with COMSEC responsibilities.

AL 1: AL 1 COMSEC material is continuously accountable by accounting (register/serial) number from production to destruction.

AL.2: AL 2 COMSEC material is continuously accountable by quantity from production to destruction.

AL 3: AL 3 COMSEC material is locally accountable by accounting (register/serial) number after initial receipt.

AL 4: AL 4 COMSEC material is locally accountable by quantity after initial receipt.

Amendment A correction or change to a COMSEC publication.

Canister Type of protective package used to contain and dispense key in punched or printed tape form.

CMS-1 CMS Policy and Procedures Manual.

CMS-3 CMS Inspection Manual.

CMS-5 CMS Cryptographic Equipment Information/Guidance Manual.

A-l

Communications Security (COMSEC): Protective measures taken to deny unauthorized persons information derived from telecommunications of the U. S. government concerning national security, and to ensure the authenticity of such telecommunications. NOTE COMSEC includes crypto security, emission security, transmission security, and physical security of COMSEC material and COMSEC information.)

Compromise Disclosure of information or data to unauthorized person(s) or a violation of the security policy of a system in which unauthorized intentional or unintentional disclosure, modification, destruction, or loss of an object may have occurred.

COMSEC Equipment: Equipment designed to provide security to telecommunications by converting information to a form unintelligible to an unauthorized interceptor and, subsequently, by reconverting such information to its original form for authorized recipients; also, equipment designed specifically to aid in, or as an essential element of, the conversion process.

NQIE: COMSEC equipment includes crypto, cryptographic crypto—production, and authentication equipment.

COMSEC Incident: Any uninvestigated or unevaluated occurrence that has the potential to jeopardize the security of COMSEC material or the secure transmission of classified or sensitive government information; OR any investigated or evaluated occurrence that has been determined as not jeopardizing the security of COMSEC material or the secure transmission of classified or sensitive government information. NQIE: COMSEC incidents and insecurities are categorized as cryptographic, personnel, or physical.

Data Transfer Device (DTD): A common fill device used to store and distribute electronic key.

Electrical Transaction Report (ETR): Formatted data fields used to report CMS transactions (e.g., receipt, transfer).

Fill Device (FD) any one of a family of devices developed to read in, transfer, or store key. Current fill devices are

KOI-18, KYK-13, KYX-15, KIK-18A, and DTD.

Immediate Superior in Command (ISIC) Command responsible for the administrative oversight of all CMS matters for their subordinate commands.

KAM: Cryptographic Operational Maintenance Manual or maintenance manual for a cryptosystem.

KAO: Cryptographic Operational Operating Manual or operating instructions for a cryptosystem.

Keying Material: A type of COMSEC item in physical or non—physical form which supplies either encoding means for manual and auto-manual cryptosystem or key for matching crytosystems.

Keying Material Verification that all pages of a publication or technical manual are present.

Short Title: A series of letters and/or numbers (e.g., KG-84, USKAT 2333), used for brevity, and assigned to certain COMSEC materials to facilitate handling, accounting, and control.

Two-Person Integrity (TPI): 
A system of handling and storing designed to prevent single-person access to certain COMSEC keying material.

Zeroize To remove or eliminate the key from a crypto-equipment or fill device.

APPENDIX B

APPOINTMENT LETTER

From: Commanding General or Staff CMS Responsibility Officer To: (Rank, Name, SSN and Command)

Subj:
LETTER/MEMORANDUM OF APPOINTMENT

Ref: (a) CMS-l Annex J

1. In accordance with the reference, you are hereby appointed as (CMS Custodian, Alternate CMS Custodian or CMS Clerk for this command on

2. CMS account number:

3. CMS Custodian course (A-4C-0014) completed on (YYMMDD) at Name/Location of CMS school attended.

4. Security Clearance:

5. Following designation requirements contained in Article 415 or

420 (as applicable) of the reference are waived:

Signature of Commanding General or

Staff CMS Responsibility Officer

APPENDIX C

CMS RESPONSIBILITY ACKNOWLEDGMENT FORM

From:


Last name
First name MI RANK
SSN COMMAND

To:
CMS Custodian, ------------------------------

                        Name of Command)

Subj: CMS RESPONSIBILITY ACKNOWLEDGMENT FORN

REF:
(a)
CMS-l

(b)
CMS-6

1. I hereby acknowledge I have read and understand references (a) and (b).

2. I assume full responsibility for the proper handling, storage, inventorying, accounting, transfer, and destruction of CMS material held in my custody and/or used by me.

3. I have access of references (a) and (b) from the MCBH CMS Custodian. If at any time, I am in doubt as to the proper handling of the CMS material I am responsible for, I will immediately contact the CMS Custodian and request advice.

4. Before departing from this command I will report to the MCBH CMS Custodian to be relieved of responsibility for all COMSEC material that I have signed for.

Signature:  ________________________

                     Date:       _____________________

Note: Every person to whom COMSEC material is issued must complete the above responsibility acknowledgment form. Because the references will vary in identification and since more than one command instruction may be involved, this form may be reproduced locally.

APPENDIX D

USER FORMAL ACCESS LIST

From:
Commanding General or Staff CMS Responsibility Officer

To:
CMS Custodian, Marine Corps Base Hawaii

Subj:
AUTHORIZATION TO USE/RECEIVE CRYPTOGRAPHIC KEYING MATERIAL AND MAINTENANCE MANUALS

Ref:
(a) CMS-1

       (b) CMS-6

1. In accordance with references (a) and (b), the following individuals are authorized to receive and/or use cryptographic keying material and maintenance manuals:


Rank
Name         SSN                      Clearance 

2. This letter supersedes all previous letters.

Signature of Commanding General or

Staff CMS Responsibility Officer

APPENDIX E

INSTRUCTIONS FOR COMPLETING CMS-25 FORMS

1.
The CMS—25 form is used to certify destruction of COMSEC keying material superseded (i.e. daily, weekly, monthly, etc.). The following instructions are keyed to the sample CMS-25 form included in this appendix.

a.
Date of Extract. Enter date the individual material that was removed from the keytape canister.

b.
Signatures Two signatures must be in each of the respective columns, for each segment.

c.
Date Enter the date the material actually was destroyed. Material must be destroyed within 12 hours of supersession. Enter the date on the same line the signatures of the witnesses appear.

d.
Short Title. Enter the short title, edition suffix; register number, accountability legend code. Only one short title may be accounted for on a single CMS-25 form, on both sides.
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APPENDIX F

CHECK-OFF LIST FOR LOCAL CUSTODY DESTRUCTION

1. Eligibility for local destruction verified.

2. Local destruction being carried out within required time period.

3. Local destruction record (i.e., CMS-25 or SF-153) prepared.

4. Material to be destroyed separated from all other material similar to it; all other materials removed from destruction area.

5. Material to be destroyed laid out in order listed on the destruction record.

6. Appropriate pagechecks made.

7. Short titles, editions, accounting legend codes, register number and quantity jointly verified, each line item checked, and material jointly inserted in the destruction device.

8. Local destruction records signed and dated.

9. Local destruction records provided to custodian, to be retained for a 90-day period.

APPENDIX G

EMERGENCY ACTION PLAN

1. General Two types of emergencies must be dealt with:

Accidental and Hostile Action. Three courses of action are available in the event an emergency endangering CMS material occurs: securing the material, removing the material and only as a last resort, destroying the material. Each of these alternative courses will be dealt with, including circumstances leading to the choice a course of action.

a.
Accidental Emergency. Fire, collision, flood, or a natural disaster.

b.
Hostile Action Emergency. Enemy attack, mob action, or civil uprising.

2. Implement a Course of Action. Normally a course of action will be directed by operational command or communication personnel. However, in the absence of instructions from higher authority, the Responsible Officer or Senior Person will execute a course of action from among the following:

a.
Accidental Emergency This method will be executed upon notification, which requires the evacuation of the building, or circumstances involving danger or severe danger to the building. Such conditions include general fire in the building. In the event any of these circumstances arise, the instructions contained in paragraph 3 below will be strictly enforced.

b.
Removal.  This method will be executed in the event the securing of the material is impractical or cannot provide sufficient security for the material. An example is the imminent destruction of the building by some means such as an explosion. If removal is deemed appropriate, follow the instruction contained in paragraph 4 below.

c.
Destruction. This course of action is to be considered only in the last resort, when capture of the building by hostile forces is imminent. The specific instructions for emergency destruction are contained in paragraph 5 below and must be listed in conspicuously marked sets of index cards located near watch section, safes and equipment.

3. Securing Instructions. This paragraph should specifically assign responsibility for each action necessary to secure all CMS materials and readily portable equipment in a container secured by a three tumbler combination lock. All fixed equipment should be in a locked room.

4. Removal Instructions. Again, assignment of responsibility must be specific for each action necessary to accomplish removal of all readily portable equipment and all publications, including two man control material. All material removed will be taken to the CMS Custodian for main vault storage or removal to another command.

5.
Emergency Destruction Instructions
a.
Specific assignment of responsibilities by billet is highly recommended.

b.
The following priority order of emergency destruction of CMS material is extracted from CMS-l and CMS-6 or this Command’s Emergency Action Plan. Responsible personnel must cite specific material in proper priority order in the emergency destruction instructions. Priority of destruction within these categories will be in descending order of classification.

Priorities for Partial Precautionary Destruction

(1)
Superseded keying material and secondary variables.

(a)
Top Secret primary keying material.

(b)
Secret, Confidential, and Unclassified primary keying material.
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(2)
Future (reserve on board (ROB)) keying material, for use one or two months in the future.

(3)
All non-essential manuals.

(a)
Maintenance manuals.

(b)
Operating manuals.

(c)
Administrative manuals.

APPENDIX H

PRIORITIES FOR EMERGENCY DESTRUCTION

Emergency Destruction

(When sufficient personnel and facilities are available)

1.
Keying Material
a.
All superseded primary keying material, designated CRYPTO, except tactical operations codes and authentication codes classified below Secret.

b.
Currently effective keying material designated CRYPTO (including keying material stored electrically in CRYPTO equipment and fill devices)

c.
Top-Secret multiholder (i.e., more than two holders) keying material marked CRYPTO, which will become effective within the next 30 days.

d.
Superseded tactical operations codes classified below Secret.

e.
Secret and Confidential multiholder keying material marked CRYPTO which will become effective within the next 30 days.

f.
All remaining classified keying material, authentication systems, and maintenance manuals.

2. COMSEC Aids
a.
Complete CRYPTO maintenance manuals or their sensitive pages. When there is insufficient time to completely destroy these manuals, make every reasonable effort to destroy their sensitive pages.

b.
National, department, agency, and service general doctrinal guidance publications.

c.
Status documents showing the effective dates for COMSEC keying material.

d.
Keying material holder lists and directories.

e.
Remaining classified pages of CRYPTO maintenance manuals.

f.
Cryptographic operating instructions (KAO’s)

g.
Remaining classified COMSEC documents.

3.
Equipment

a.
Zeroize the equipment if the keying element cannot be physically extracted.

b.
Remove and destroy readily removable classified elements (e.g., printed circuit boards).

c.
Destroy remaining classified elements. (Unclassified chassis and unclassified elements need not be destroyed)

Emergency Destruction

(When personnel and/or facilities are limited)

1. All superseded and currently effective keying material marked CRYPTO/ (including keying variables stored electrically in CRYPTO equipment and fill devices), except tactical operations codes and authentication systems classified below Secret.

2. Superseded tactical operations codes classified below Secret.

3. Complete COMSEC equipment maintenance manuals or their sensitive pages.

4. Classified general COMSEC doctrinal guidance publications.

5. Classified elements of COMSEC equipment.

6. Balance of COMSEC equipment maintenance manuals and classified operating instructions.

7. Remaining classified COMSEC material.

8. Future editions of multiholder keying material.

a.
In the event partial precautionary destruction is to be implemented, there must be enough COMSEC material retained to operate for a period of 30 days. This will enable the CMS Account to be re-supplied if the situation leading up to the destruction improves.

b.
Methods of destruction must be specifically cited. Small quantities of paper material may be burned in a small metal trashcan. Larger quantities may be burned in trashcans.

c.
Operating instructions should be consulted for proper techniques in destroying equipment. Tools necessary for destruction must be present in the space in which the equipment is located. Cards with specific instructions for the ‘destruction of CRYPTO equipment should be posted near the equipment. The instructions should cite the location of tools for destruction, and must identify classified elements of the equipment for destruction in accordance with the priority listings above. Generally speaking, power to the equipment should be secured and all power lines severed or disconnected before proceeding with destruction.

d.
The Emergency Action Plan (EAP) must emphasize the destruction of a complete publication is more important than the partial destruction of several publications. The instructions must also emphasize the critical importance of keeping an accurate record of the material destroyed. Watch to watch inventories are ideal checklists for this purpose. These records must be submitted to the CMS Custodian as soon as possible after accomplishment of the EAP. The custodian will

then report the extent of the destruction to the proper authorities. Accurate information concerning the extent of the destruction is second in importance to the actual destruction of the material itself.

e.
The entire emergency plan must be posted in all spaces which CMS material is held or used. The emergency destruction instructions will be transcribed onto index cards, positioned at a central location and conspicuously marked, so any person can immediately use the cards to successfully accomplish emergency destruction. The first index card should indicate the location of the combination to any safes which contains CMS material.
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