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From:
Commanding General

To:
Distribution List

Subj:
STANDING OPERATING PROCEDURES FOR SECURE TELEPHONE UNIT III (STU-III) (SHORT TITLE: STU-III SOP)

Ref:
(a) CMS-5


        (b) EKMS 702.01

End:    (1)
LOCATOR SHEET

1.  Purpose. To promulgate policies, procedures, and responsibilities for the allocation, use, and control of Secure Telephone Unit Third Generation (STU-III) terminals aboard Marine Corps Base Hawaii (MCBH), Kaneohe Bay, Hawaii.

2.
Cancellation. ASO 2281.1.

3.
Action. Addressees will ensure that all personnel involved in STU-III procedures familiarize themselves with the contents of this Manual.

4.
Summary of Revision. This revision contains a substantial number of changes and must be completely reviewed.

5.
Applicability. The Commanding General, MCBH Kaneohe Bay, concurs with the contents of this Manual and has directed compliance throughout the Base.

6.
Certification. Reviewed and approved this date.

W.
C. PEOPLES

Deputy Commander
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CHAPTER 1

RESPONSIBILITIES

1000. IMMEDIATE SUPERIOR IN COMMAND (ISIC). ISIC determine operational requirements for their subordinate commands.

1001.
STAFF STU-III COMSEC ACCOUNT (SCA) RESPONSIBILITY OFFICER.

A flag or general officer or any officer occupying the position of a flag or general officer with command status may either assume personal responsibility for routine SCA matters or may designate the responsibility to a senior staff officer (04/GS-12 and above). Commanders not meeting the above criteria may not designate an SCARO.

1002. COMMAND. The management and security of STU-III Communication Security (COMSEC) material are inherent responsibilities at all levels of command. Proper evaluation of SCA administrative procedures can be made only if officers in the operational chain of command understand SCA procedures and requirements.

1003. STU-III CUSTODIAN. Individual formally designated in writing by the commanding officer to properly receipt for, transfer, inventory, safeguard, destroy, and administer all STU-III material issued to the account. The STU-III custodian is the primary advisor to the commanding officer or to the SCARO concerning the proper management of the SCA. He or she may also be the Command’s CMS custodian.

1004. STU-III USER. Personnel who require STU-III materials to make secure phone calls. STU-III users will normally obtain their materials on local custody from their account command’s custodian.

1005. STU-III WITNESS. A STU-III witness is any properly cleared U. S. Government employee (military or civilian) who may be called upon to assist the custodian or user in performing routine administrative tasks relating to the account (for example: inventorying, loading, rekeying, destroying (zeroizing) key, receipting for STU-III materials, and transporting STU-III materials).
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CHAPTER 2

MANAGEMENT

2000.
MANAGING STU-III TERMINALS
1. Responsibility. COMSEC Custodian/Alternates are responsible for all STU-III terminals charged to the account and for managing them in accordance with this Manual. Any movement of STU-III terminals between users of the same account must be coordinated with and conducted by the CMS Custodian. Movement of terminals between different accounts and returning terminals to vendors for repair must be conducted by the CMS Custodian only. Installa​tion, repair, and maintenance of STU-III terminals are the responsibility of the account command.

2. ACCOUNTABILITY. STU-III terminals are accountable to the Director Communication Material Security, Central Office of Record (DCMS COR) by serial number from receipt to destruction. In other words, these Accounting Legend (AL) 1 terminals remain recorded in the DCMS COR database and are charged to the receiving account until the receiving custodian transfers them and reports the transfer to DCMS on the appropriate accounting report. The only part of an STU-III terminal that is accountable to DCMS is the serialized terminal unit. STU-III terminals are categorized as Controlled Cryptographic Items (CCI). They must be protected as highly valuable government property (for example: as you would protect a government-owned personal computer) This level of protection applies only to an unkeyed terminal; a keyed terminal assumes the classification of the key loaded into it.

2001.
MANAGING STU-III KEYING MATERIAL
1. Responsibility. Only the custodian or users having local custody signature responsibility may retain STU-III keying materials. Additionally, whenever CIKs are created, the person authorized to perform these functions will employ a qualified witness whenever one is required in accordance with CMS-6.

2. Accountability. STU-III operational and seed keying material is AL 1 and is accountable to the Key Management System (KMS)

by number from receipt by an account until destruction. AL 1 STU-III keying material remains recorded in the KMS Central Accounting Office (CAO) database and is charged to the receiving account until the receiving custodian transfers or destroys the material and reports the transfer or destruction to the KMS in the appropriate manner. STU-III test key is locally accountable after initial receipt by the account.
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a.
Local Custody Issue of Keying Material. STU-III keying material is authorized for local custody issue to properly cleared and authorized users providing the users have storage facilities appropriate for the keying material being issued, and providing the local custody issue is documented in accordance with CMS-6. The amounts or quantities of keying material issued to Users must be kept to the absolute minimum.

b.
Local custody issue of STU-III keying material to contractors is NOT AUTHORIZED.

2002.
MANAGING KEYED TERMINALS AND CRYPTO IGNITION KEYS (CIK)

1. Responsibility for Master CIKs. Master CIKs may not be issued on local custody to users. CMS custodian must retain possession of master CIKs at all times.

2. Responsibility for User CIKs. When issued to Users on local custody in the following environments, User CIKs will be handled and accounted for as follows:

a.
Office Environment. Each STU-III terminal user may be issued to valid user CIK. User CIKs will be controlled and safeguarded as described in CMS-6 Article 805d(2) 

b.
Watch Stations. In an environment where different groups of personnel rotate in and out of the same office (for example:

12 hours on, 12 hours off) , it is advisable to have CIKs issued to a position or location. If the watch station is continuously manned by appropriately cleared personnel, the CIK may be left in the terminal at all times when cleared personnel are present.

2003.
AUTHORIZATION FOR INSTALLING STU-III TERMINALS IN PRIVATE RESIDENCE. Commanding General/Officers may authorize the installation of STU-III terminals in private residences. Installations must be operationally driven and temporary. Additionally, when ordering key for private residence use, ensure Department/Agency Organization (DAO) Decryption includes free form information specifying terminal location as ‘‘Residence. See CMS-6 Article 825e for the physical security requirements for STU-III terminals installed in private residences.
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CHAPTER 3

SECURITY

3000 STU III SECURITY

1. Responsibility for Detecting Compromises. The design of the STU-III terminal minimizes the threat of compromised traffic; therefore, compromise recovery is limited to preventing an adversary from posing as a valid User (for example: a terminal is lost and someone is pretending to be the individual identified by the terminal display). Custodial personnel and terminal users share the responsibility for ensuring that only authorized and properly cleared personnel are allowed access to STU-III COMSEC materials. These same individuals are also responsible for detecting potential STU-III material compromises.

2. STU-III System’s Compromise Recovery Mechanism. The STU-III system’s compromise recovery process or mechanism consists of both the Compromised Key List (CKL) and Compromise Information Message (CIM) ​

a.
CKL. Each terminal stores and automatically updates a CKL. This list is provided to all terminals during electronic rekey calls to the Electronic Key Management System (EKMS) Central Facility (CF) Updates to this list are transmitted between STU-III terminals automatically as part of the secure call setup process. When National Security Agency (NSA) (Controlling Authority of all STU-III keying material) determines that a compromise has occurred, it will have the EKMS CF place the compromised key ID onto the CKL. When a terminal’s keying material number ID appears on the CKL, secure communications with that terminal will not be possible. In this case, both parties’ terminal display will indicate why the call was not permitted to go secure.

b.
CIM. In addition to the CKL, each terminal can receive and store a CIM. The CIM is provided by the EKMS CF and is received and transmitted in the same manner as the CKL. This message is designed to provide information to account custodians (for example: reminder to call for rekey) and must be viewed by the custodian or alternate. The terminal display will indicate when a CIM is present, and the CIM may be read by following directions in the Terminal User’s Manual. Users must promptly notify the custodian when a CIM is received so that the custodian can view it. Custodians must follow the instructions provided by the CIM.
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3001.
SPECIFIC TERMINAL USER RESPONSIBILITIES
1.
Introduction. The Terminal User will be the person to most readily identify weaknesses or lapses in STU-III system security As a result, the Terminal User must immediately report any known or suspected insecure practice or STU-III COMSEC incident to the custodian or alternate.

2. Observation of the Terminal Display. When two terminals communicate in the secure mode, each terminal automatically displays the authentication identification information of the distant terminal. This information will be scrolled through the display during secure call setup. The first line of the identification information and the classification will be displayed for the duration of the secure call, unless the user operates the terminal scroll function. The information displayed indicates the approved (highest command) classification level for the call, but does not authenticate the person using the terminal. The terminal user is responsible for viewing this information to identify the distant party and the maximum-security classification level authorized for the call. Users are also reminded of their responsibility to apply the need-to-know principle when discussing classified information. Classified information must not be transmitted whenever any of the following exists:

a.
The validity of the authentication information in the display is questionable (even when voice recognition may be possible) Authentication information should be representative of the organization in which the distant terminal is located.

b.
The display indicates that the distant terminal’s key expired more than 2 months ago.

c.
The display indicates that the distant terminal contains compromised key. See CMS-6 Article 845e; this occurrence also constitutes a reportable STU-III COMSEC Material Incident.

d.
The display fails.

3. Terminal Access. Terminal access must be controlled by STU-III Users, since access to a keyed terminal gives anyone the privilege to use the terminal in the secure mode.
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Access to keyed terminals must be restricted to authorized users only. When operationally required, authorized persons may permit others not normally authorized (for example: persons not assigned to the organization identified in the display, persons whose clearance does not meet the level indicated on the display), to use the keyed terminal in the secure mode under the following conditions:

a.
The call must be placed by an authorized user.

b.
After reaching the called party, the caller must identify the party on whose behalf the call is being made and indicate their level of clearance.

4. CIKs Access. CIKs provide the ability to use a STU-III terminal in the secure mode, CIKs must be protected against unauthorized use.

a.
Master CIKs. Master CIKs allows for the creation of additional CIKS, up to the terminal’s maximum, either at the time of initial loading or as later required. For this reason, these CIKs warrant additional protection and must be securely stored in accordance with the classification of the key with which they are associated. Two Person Integrity (TPI) does not apply to Master CIKs, the account custodians must maintain possession of them at all times.

b.
User CIKs. During working hours, user CIKs may be left in their associated terminal provided that authorized Users are present at all times. If authorized users are not present, User CIKs may either be securely stored or carried on the person of the user. User CIKs must not be left where an unauthorized person would have access to both the terminal and the CIK associated with that terminal. It is acceptable to take CIK home when there terminal is left in the office. It is also acceptable to lock the CIK in a security container in the same area as the terminal. Security containers must provide protection to the classification level of the keying material in the terminal.

3002.
U.S. CITIZEN ACCESS REQUIREMENTS FOR STU-III COMSEC MATERIAL 

1.
STU-III Type 1 Terminal Keying Material. An appropriate clearance is required for access to classified operational keying material. Although seed-keying material is handled as UNCLASSIFIED CRYPTO, custodians and users must be cleared to the level of classification of the operational key that will replace the seed key during electronic rekeying.
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2.
STU-III Type 1 Terminal
a.
Unkeyed Terminal. A security clearance is not required for access to unkeyed STU-III Terminals. However, access must be restricted to U. S. Citizens whose duties require such access.

b.
Keyed Terminal. A security clearance equal to the highest level of keying material loaded into the terminal is required for access to keyed STU-III Terminals. Whenever persons in an area are not cleared to the level of the keyed terminal, it must be under the operational control and within view of at least one appropriately cleared authorized person.

3003. FOREIGN ACCESS. The following outline the conditions for foreign national access to installed Type I terminals.

1. Escorted Access. When required, a foreign national may have access to an installed Type 1 terminal, which is under direct and continuous U. S. control during such access. The foreign national may be permitted access to the area where the terminal is installed, or may be permitted to use the terminal. Although the foreign national may place nonsecure calls (the CIK must be removed and protected), U. S. personnel must place and supervise all calls when a foreign nation needs to use the terminal’s secure mode. Such use must b required in support of U. S. operations. The U. S. person must first identify the foreign national to the distant end, indicating his/her clearance if a clearance is known and required for the call.

b.
Unescorted Access. Where escorted access is not possible, cognizant security authorities* may permit foreign nationals to have unescorted access to installed Type 1 Terminals, regardless of the terminal’s release status, under all of the following conditions (See Annex J of CMS-6)

(1)
The cognizant security authority* must determine that the risk of tampering with the Type 1 terminal, which could result in compromise of U. S. government information, classified or sensitive unclassified, is acceptable in light of the sensitivity of the local threat to and vulnerability of individual locations, and the sensitivity of the information being protected as indicated by its classification, special security controls, and the period of time during which the information would be of value. When the cognizant security authority determines that the risk from tampering is unacceptable a foreign national may not be permitted unescorted access to the terminal.

BaseO P2281.2

16 DEC 1996

(2) Access must be required in conjunction with building maintenance, custodial duties, or other operational responsibilities normally performed by such personnel unescorted in the area prior to installation of the Type 1 terminal.

(3)
The Type 1 terminal must remain U. S. property (that is,   U. S. government or U. S. government contractor) in addition, a U. S. citizen employed by the U. S. government or a U. S. government contractor must be responsible for keying and control of the terminal. This person must be appropriately cleared if the key is classified, and must verify the presence of the terminal at least on a monthly basis in accordance with cognizant security authority procedures.

* The Defense Investigative Service (DIS) serves as cognizant security authority for U. S. government contractors participating in the DIS Program.

 (4)
Provided all conditions (CMS-6 Articles 820b(1), (2) and (3)) are satisfied and where required, foreign nationals could be permitted to use an unkeyed Type 1 terminal as a standard telephone during periods when there is no U. S. presence.

3004. ACOUSTIC SECURITY RECUIREMENTS. Each command’s designated security authority must implement a common-sense approach to acoustic security concerns since introduction of the Type 1 STU-III terminal into an area must not change those requirements normally implemented in areas conducting classified or sensitive unclassified operations. Ideally, all persons assigned to an area where classified work is carried out would have the same clearance. Where this is not possible or practical, local procedures must be implemented to prevent uncleared persons assigned to or temporarily in the area from overhearing classified face-to-face or telephonic conversations.
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CHAPTER 4

SAFEGUARDING

4000. KEYING MATERIAL OR FILL DEVICES (FDS). STU-III Keying

Material or EDs will be protected as follows:

1. Seed FDs. Seed FDs must be securely stored in accordance with its converted classification. This conversion classification is identified on the FD label (bottom left) ​

2. Operational FDs and TPI. Unlike Seed FDs, Operational FDs classified Confidential, Secret, and Top Secret require a special, additional form of handling and safeguarding. This more stringent form of handling is referred to as TPI. TPI is defined within the Department of the Navy (DON) as those security measures taken to deny unaccompanied or lone access to classified operational keying material. TPI will be applied to FDs containing classified operational STU-III keying material as follows:

a.
Classified operational FDs will be stored in a GSA-approved container under two combination locks. Knowledge of the combinations to the container must be limited to the custodians, or to specially designated users when such key is maintained/held at the user level. No one of these individuals, however, may have knowledge of or access to the combinations to both locks.

b.
Classified operational FDs under TPI storage at the account level may be accessed only by the Account Custodians. Once the TPI container is opened, however, a properly cleared and authorized witness may serve as the second person for TPI purposes to effect the inventory, loading, transportation, or destruction (zeroization) of the material.

4001. COMBINATIONS TO TPI STORAGE CONTAINERS. No single custodian (or alternate) at the account level and no single user at the User level may have knowledge of or access to both combinations to the TPI container used to store classified Type 1 operational key. If one person gains knowledge of both combinations, except in an emergency, a STU-III COMSEC Material Incident Report must be submitted in accordance with CMS-6 Article 845. Individuals are prohibited from recording and carrying, for the sake of convenience, the combinations to COMSEC containers. Neither will records of these combinations be recorded in electronic form in a computer.
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4002. CONTAINERS AND LOCKS APPROVED FOR TPI. The following are examples of how to enforce TPI for a vault, safe, or security container:

1. Install two Group 1 or Group 1R combination locks on the door of a vault with open storage. The following may be used in place of a second built-in combination lock:

a.
An approved Sargent and Greenleaf (S&G) combination padlock, model 8077a/8077b, and a hardened steel hasp welded to the door of the vault.

b.
A steel mesh divider (for example, day gate), with an approved S&G combination padlock, model 8077A/8077AB, installed within the vault.

2. Store the classified Type 1 Operational Keying Material in a separate locked safe within the vault.

3. Store in a locked combination strongbox that is permanently fastened (for example, welded) to the interior of the safe.

4003. INTEGRITY OF STORAGE CONTAINERS. Whenever an approved storage container has been forced open or degraded in any way, it must not be used to store COMSEC material until its original security integrity has been completely restored. Refer to OPNAVINST 5510.1 (series) for a comprehensive explanation of repair requirements.

4004. STU-III CIKS. CIKs permit the STU-III terminal to be used in the secure mode, they must be protected against unauthorized access and use as indicated below:

1. User CIKs. User CIKs may be retained by the individuals who sign for them on local custody. These individuals will control and safeguard their user CIKs as described in CMS-6 Article 805d(2) ​

2. Master CIKs. These will remain in the possession of the

Custodian, who will control and safeguard them as described in

CMS-6 Article 805d(1)
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4005. STU-III TERMINALS. Terminals will be afforded the protection indicated:

1.
Unkeyed. When unkeyed, the terminal must be provided at least as much protection as any high-value government item (for example, a personal computer) - Unkeyed refers to a terminal that has not been loaded with keying material or a terminal that is loaded with keying material but from which the valid CIK has been physically removed.

2. Keyed. When keyed, the terminal assumes the highest classification of the key store within and must be protected in accordance with that key’s classification. Keyed refers to a terminal loaded with keying material which also has its valid CIK inserted.

4006. LOSS OF CONTROL. COMSEC material is considered missing if left unattended or improperly stored, reproduced without authorization, or destroyed using an unauthorized method (for example: burning or breaking in a non-emergency situation) Report all loss of control to the CMS Custodian or alternate immediately.
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APPENDIX A

DEFINITIONS

STU-III COMSEC Custodian: The person appointed by the Commanding General or Staff CMS Responsibility Officer having a COMSEC Material System Account who is responsible for the proper receipt, transfer, accountability, safeguarding, and destruction of STU-III COMSEC material assigned to the CMS account.

STU-III Account User: An account user is a properly cleared and authorized person who requires CMS material to accomplish an assigned duty. Account users are responsible for the proper security, control, accountability, and dispo​sition of material placed in their charge.

Secure Telephone Unit Version III (STU-III) : A dual-purpose telephone capable of transmitting voice and data. The Type 1 terminal may be used as an ordinary telephone, with interoperability into the public telephone network. It may also be used as a secure telephone, connectable through the public telephone network to any other STU-III terminal. The two-line display provides distant end user identification.

Key Management System (KMS): Supports ordering, distribution and management of keys in the STU-III system. Also see Central Office of Record definition.

Key Management Center (KMC): Located in Finksburg, Maryland, it generates the keys for all STU-III terminals and provides for electronic rekeying. The KMC maintains the database of registered command authorities and the privileges of registered User Representatives and CMS Custodians. The KNC also provides the centralized accountability function and controls the compromised key recovery process.

KEY (KEY) The variable providing encryption which is installed in a fill device or loaded into a terminal, also called a key encryption key (KEK).
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Key Encryption Key (KEK): Refer to KEY.

Key Storage Device. KSD-64A (KSD): A black programmed IC chip shaped like a door key. It is used for the fill device (KEY or KEK) and as the CIK after the fill device is loaded.

Crypto Ignition Key (CIK): A physical security device (KSD-64A) which must be inserted in the terminal to operate in the secure mode. The CIK contains an unlock key which enables the use of the key encryption key (KEK) in the terminal.

Department/Agency/Organization (DAO): The description of each user’s identification information is put on the second line of the terminal display when a key is loaded into the terminal.

Loading:
The process of loading a key (KEK, Code, and Crypto) into the STU-III terminal.

Terminal Desktop STU-III telephone unit.

Terminal User: Properly cleared personnel who has a need to know and who actually uses the terminal.

Witness any properly cleared personnel who may be called upon to assist the CMS Custodian in performing any routine task relating to the account.
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APPENDIX B

REKEYING PROCEDURES

1. Annually, each STU-III user will place a toll free telephone call to the KMS rekey facility in Finksburg, Maryland. The rekey function is automatic and takes about 2 minutes. During the rekey process, the STU-III display will indicate its progress and tell the user when the rekey is complete.

2. Specific procedures:

a.
Lift the handset and dial 1-800-635-6301.

b.
A recording at the KMS will answer advising you to have your KSD (STU-III key) inserted and turned to the right 90 degrees.

c.
The STU-III display will alternately flash “REKEY IN PROGRESS” - “REKEY IN PROGRESS”.

d.
When the rekey is complete the display will read

“HANG UP HANDSET”.

e.
The user should then follow the particular manufacturer instructions to view the fill device (KSD) identification.

This procedure will present to the user the new rekey data, in particular, the expiration date of the crypto inserted by the KMS computer.

3. The KMS computer not only will have rekeyed your KSD and terminal, but will insert information concerning compromised keys. If you happen to subsequently contact a terminal, which contains a compromised key, a reportable insecurity, the STU-III display will alert you that the distant end key has been compromised.
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